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ABSTRACT reduction of power happens to be one of the essential goals in

In the state of art technology, substantial amount of research on
quantum computers is explored. Mathematical problems
unsolved by present day computers are well addressed by
quantum device, such future computers are capable of breaking
existing public key crypto-systems very well. Any
cryptographic technique’s strength depends on the key size and
secure transmission. To overcome the security issues and
attacks by future computers, we propose quantum resistant and
generalized approach to AES(Advanced Encryption Standard).
AES is the most widely used symmetric key and block cipher
cryptographic algorithm, known for its high security, speed,
and strength. According to Shannon's theorem, achieving
optimal security requires a one-to-one correspondence between
each bit of the message and each bit of the key, meaning that
the lengths of both the key and the message should be the same.
Hence, we proposed an approach , where message size is
increased from 128 bits to 192, 256, 512 and 1024 bits and key
size is also made same as that of message size. The security of
AES algorithm is enhanced by creating dynamic S-Box, as S-
Box used in standard AES is static throughout AES encryption.
The confusion capability for AES is provided by this S-Box.
The S-Box used in standard AES is static throughout the
encryption process. In order to make AES more secure,
dynamic S-Box is created. This dynamic S-Box is made
dependent on message and key. Each time S-Box varies
according to message and key. The implementations of AES
with message sizes of 192, 256, 512, 1024 and key sizes as that
of message size are discussed. Dynamic S-Box is proposed and
implemented using reversible logic to mitigate the power
dissipation. The proposed scheme is simulated and the analysis
of power is carried out using the Genus tool, proving it to be
efficient in terms of power, gate usage, garbage, and quantum
cost. Testing of dynamic S-Box is done using hamming
distance, strict avalanche effect, correlation factor.
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1. INTRODUCTION

With recent advances in VLSI Technology, it is possible to
integrate billions of devices on the chip. The rapidly growing
technology and the rise in the number of circuits on the chip
and off-chip demands for reduction of power dissipation. The

the VLSI design for many years. The reversible logic circuits
are the ones that play an essential role in the design of low
power circuits for future computers. Research interest in the
existing area evolved, when Landauer emphasized on power
dissipation, which was observed after implementation of
conventional binary irreversible gate [1]. This implies that
integration of computation in irreversible order yields KTIn2
joules heat for loss of information per bit. It is further evidenced
by the approach of thermodynamics that assignment of
reversible computation nullifies the heat generation [2]. K. S.
Nag et.el [3] realized AES encryption and decryption on FPGA.
The design is synthesized and verified using Xilinx. The
implementation is done for AES with message and key size of
128 bits.

The paper [4] proposes the Advanced Encryption Standard
(AES-192) with multiple keys, implemented using a Field
Programmable Gate Array (FPGA).

E.-N. Mui [5] explored a combinational logic-based S-Box for
the SubByte transformation, detailing its internal operations.
This implementation offers higher speeds compared to
traditional ROM-based lookup tables, as it can be pipelined and
occupies less area..

E. M. Mahmoud et.el [6] designed dynamic S-box for AES.
The S-box designed is dependent on key. The dynamic S-box
designed has same characteristics as that of original S-box of
AES. The dynamic S-Box is designed to provide more
confusion for original AES algorithm.

H. Prasad et.el [7], explored substitution table, multiplicative
inverse and affine transform mathematics in Galois field to do
Sub-byte transformation. An encryption table is used along
with S-Box to encrypt the message.

G. Jacob et al. [8] propose a scheme for creating a dynamic key-
dependent S-Box for the SubBytes transformation used in
cryptographic techniques.

Pradeep L.N. et al. [9] proposed a method for generating
random session keys, which are then used to create S-boxes.
This random key generation helps mitigate brute force attacks,
while the key-dependent S-box enhances the cipher's resistance
to linear and differential cryptanalysis.
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Z.-q. Du et.el [10] described the generation of dynamic S-Box.
In which 8-bits key and 8-bits plaintext is XORed to generate
the middle cipher text. The cipher text is divided into two parts
that one is used for determining S-Box and another for
substitution. S-Box is formed from combining 16 4x4 S-Boxes.

2. AESWITH EQUAL KEY AND
MESSAGE SIZE ENCRYPTION

Shannon's theorem states that an individual correspondence
between each bit of the message and each bit of the key would
give the best security i.e, the length of the key must equal the
length of the plaintext message and the key can be used only
once [1]. According to Shannon‘s, for perfect secrecy, we must
have (K > P ), where K is key and P is plaintext. Hence, pro-
posed work presents variation of the standard AES algorithm
by increasing message, key size and also making both key,
message sizes equal. For applications that demand enhanced
security, regardless of area and computational time, the
message size and key size of standard AES are increased,
resulting in a more complex algorithm. Using equal key size as
that of message size results in more security [4]. Our proposed
work uses 192, 256, 512, 1024 bits block size and same size
key and implemented using reversible logic.

AES encryption involves four transformations: Byte
Substitution, Shift Rows, Mix Columns, and Round Key
Addition. The block diagram of AES Encryption is shown in
Figure 1. AES involves four steps which includes:

«  S-Box Substitution Bytes

+  Shift Row Transformation

»  MixColumn Transformation
*  AddRound Key

Round 0 Round N-1 E \“"m"m"
Message| Add Sub Shift Mix Add
Round Bytes Row Column Round

Key Encrypted
Generation { Sub | {Slnﬂ | { Add | output

unit Bytes Row Round

Fig. 1. Functional Diagram of AES Encryption.

3. PROPOSED DYNAMIC S-BOX

S-Box is used to introduce confusion while doing encryption ,
which is main core. In conventional AES, this S-Box is static
throughout process. In order to make AES more secure,
dynamic S-Box is created. This dynamic S-Box is made
dependent on message and key. Each time S-Box varies
according to message and key. The flow of the proposed work
is shown in Figure 2. Procedure for implementing dynamic S-
box is discussed in Algorithm 1. Algorithm is uniquely
designed, to generate 256 S-box values dynamically every
time, when incoming message changes.
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Fig. 2. Flow chart of Proposed Dynamic S-Box.

The message and key can be of any size, but in our proposed
algorithm the message and key of 128 bits are selected from the
inputs. Modulo 2 addition operation is performed on 128 bit
message and key using reversible gate i.e, Feynman gate,
produces 128 bit output. It is divided into 16 bytes. From 16
bytes, the first byte is taken and the number of ones and zeros
are calculated. The same byte is right rotated by the number of
1's as well as by the number of 0's. Thus two right rotated bytes
are obtained. These two bytes are added using a modulo adder
(28). The same procedure is repeated for all the remaining 15
bytes. Now, 16 bytes of results are obtained from the modulo
adder. These 16 bytes are then added using a reversible adder
to get one byte of data, neglecting the carry. The addition is
performed using a reversible ripple carry adder. The reversible
gate used in the ripple carry adder is the MTS gate. Thus, the
obtained one byte of data from the ripple carry adder is given
as an input to 8-bit LFSR. From the 8-bit LFSR, 255 non -
repeated bytes are generated except 00. So, 256th byte is taken
as 00. Thus, these 256 non-repeated values are generated and
are used to substitute the values of the state matrix.
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3.1 Implementation Details

3.1.1  LFSR (Linear Feedback Shift Register)

A LFSR produces an n-sequence i.e., it will cycle through all
possible states in the shift register. In LFSR, the initial value is
called as seed and because of deterministic operation of the
register, the values produced by it is determined by its present
or past state. After finite number of states, value will repeat in
LFSR. The bits that connect to the next states are called the
taps. The LFSR used has the taps [8,4,3,2,1] shown in Figure 3
and also the reversible implementation of 8 bit LFSR is shown
in Figure 4. The taps are XOR’d and then given as an input to
the rightmost shift register.

- CHE O EH

Fig. 3. 8-bit LFSR

Modulo addition

Figure 5 shows reversible logic based modulo Adder block. If
the result of two 8 bit numbers is 9 bit , then the Modulo Adder
is designed to make the result as 8 bit. If the carry is generated,
then the result is subtracted from 256 (100000000)to make 9th
bit of result as zero.
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Fig. 4. Reversible diagram of 8 bit LFSR.
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Fig. 5. Reversible design of Modulo Addition.

3.1.2  shift Row Transformation

The shift row transformation of 8-bit data is shown in Figure 6.
One bit is shifted cyclically to the left at a time. Row number is
used to rotate each row in case of shift transformation. It is
implemented using reversible logic gate Feynman. In general,
"N’ is the amount to be shifted. The same procedure is followed
for 32, 64 and 128, 256 bits data transformation in case of 192,
256, 512 respectively. Figure 7. shows reversible design of
Mix-column Matrix of 2x2.
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Fig. 6. Reversible design of Shift Row Transformation.
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N-ime Table 1. Avalanche effect due to 1 bit change in plain text
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A Z Feyimiss A0BL 0 S;ialbn Plain text Cipher text :;Zlca!n[c;:)e
A | All) ndex
A1) Z—i Feynman 67 B[O
(e AR)
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* Al Z—im;—:\m@’\zm B2] +
T ] Al 124 44414220776695461656e7720206560 46c0282f20550825798a3ceffa59%ad6 56.25
Al z Feynman } AHJBZ B[3]
AlS) Z—{ Feynman ,\(S]S{;p Bl4) 109 544f3220776e69546f656e772020656f d9142c80551793ca3a7180c3c6871232 53.125
T Al6
Al6] z Feynman Al)BZ B[] 75 54414220776e695471656e772020656F 2dbaf27fc59d58d051abd356a35a87d 55.4687
Al
ATl — Lt — o
ARjez a 5441422077 6e695461656772020656F d3%dae0e5ddab5a0e01a252a514602d | 42.1875
2 5447422077 6269546165627 820206560 607b0331318f422a74996e0cdbc298cd 50.0
Fig. 7. Reversible design of Mix-column Matrix of 2x2 ) 5441420776e695461656772020756f | 00650a54229637194278215c7779e5a 500
4. RESULTS AND DISCUSSIONS T S|
Verilog coding was performed to verify the functionality of the
. . 1 544f4220776e69546f656e772020656d e4bbf9978af920f7f4b813830d92167d 58.5937
proposed work, which was tested on a Virtex5 (ML505) FPGA
using Chipscope. Since the S-Box used in AES is static, a 0 54474220776e6954616562772020656e | 3e7M64d0e4cE642561d29cc1ca07914 26.875
dynamic S-Box is generated to enhance the strength of the AES

algorithm. The new approach proposes generating the S-Box
dynamically based on the message and key. The simulated
result of the dynamic S-box is shown in Figure 8. All 256 bytes
of S -Box are arranged in one dimensional array as follows:

Table 2. Comparison between proposed AES128 with
dynamic S-box
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Fig 8. Simulation result of dynamic S-box

41 Test Results

Avalanche Effect due to 1- bit change in plaintext for AES
128 bit with proposed key unit and dynamic s-box is shown in
Table 1, and it is on an average of 50% is achieved. Plot of
same is shown in Figure 9, it indicates that proposed dynamic
s-box is stable enough to maintain security level of AES.
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Fig 9. Avalanche Effect due to 1- bit change

Comparison between proposed AES128 with dynamic S-box
and standard AES 128 with Key:
BI9B5ED7585C8B15D7454ED271AA3A3A3 is tabulated in
Table 2. It shows that an average of 50% avalanche effect is
observed and its well within the range set by NIST.

5. CONCLUSION

The security of AES algorithm is enhanced by creating
dynamic S-Box, as S-Box used in standard AES is static
throughout AES encryption. Dynamic S-Box is designed
instead of using static S-Box. Proposed algorithm uses rotate
operation and modulo addition, which helps to modify each and
every bit of S-Box which creates more confusion as a part of
SubByte. Work also includes 8 bit LFSR to ensure randomness
in generated look table as a part of S-Box. This proposed
algorithm leads to increase in the complexity and makes the
differential and linear cryptanalysis more difficult. Avalanche
test gives average of 50% , indicates that proposed algorithm is
stable enough to maintain desired security level.
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